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The “Data Rights Trinity”

• A contractor’s restrictions on the 
Government’s use and disclosure 
of the contractor’s data are not 
self-executing

• The contractor must:
• Document

• Assert

• Mark 2



Document

• Have, maintain, and follow written 
procedures to ensure that restrictive 
markings are used only when 
authorized

• Keep sufficient accounting and 
engineering records to justify restrictive 
markings
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Assert

• Identify any technical data/computer 
software deliverables that will be delivered 
to the USG with less than unlimited rights

• FAR 52.227-15 uses a representation approach

• DFARS 252.227-7017 uses a table approach

• The DFARS does not require assertions as 
to commercial technical data or 
commercial computer software, but:

• It isn’t wrong to include them; and

• More and more solicitations are requiring them 4



Assert (FAR 52.227-15)
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Assert (DFARS 252.227-7017)

6



Completing an Assertions Table

•First Column
• Identify items of technical data or 
computer software that are going to be 
delivered as an element of contract 
performance with less than unlimited 
rights

•Remember the doctrine of segregability—
the choice between granular entries and 
general entries can be strategic
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Completing an Assertions Table (cont’d)

•Second Column: Typically a reference 
to a development funding stream

•Third Column: Use terms of art (e.g., 
limited rights, restricted rights, etc.)

•Fourth Column: Name the owner of 
the identified data, not the person 
completing the table
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Completing an Assertions Table (cont’d)

• Include everything “known at the time an offer is 
submitted”
• Review the PWS/SOW, CDRLs, etc. and identify all deliverable 

data
• Flow assertion obligations down to subcontractors
• Flow subcontractor assertions up to customer 

(subcontractors should use same format to ease integration)
• Don’t include patents (unless specifically told to do so)

•Follow the prescribed format!
• If offer is successful, assertions table will be 

incorporated into contract
• Additional data to be provided with restrictions may be 

identified and added to the attachment after award if based 
on new information or inadvertently omitted
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Mark

•Markings must be conforming – you 
must use the precise legend
prescribed in the contract

•Markings follow assertions: Data may 
not be marked with a restrictive 
marking unless identified in the 
assertions table

•Follow the instructions in the clause!
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“Conspicuous and Legible”

•Place legends on the transmittal document or 
storage container
•Apply legends to each page of printed material
• Specifically identify portions of pages subject to restriction in 

some fashion
• Data on a single page may be subject to different levels of 

restriction and must be marked accordingly
• Reproduce legends verbatim and do not use short forms

•Embed legends in software (e.g., splash screens, 
“Readme” files, source code headers, etc.)
• But not in a way that will interfere with or delay operation of 

the software in a combat situation or simulation thereof
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Sample Legends (DFARS)
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Sample Legends (FAR)
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Mark (cont’d)

•Commercial Technical Data
• Treated as limited rights technical data under the 

FAR; mark accordingly

•No prescribed legend under the DFARS; any 
marking is appropriate, but consider a “familiar” 
marking as a risk-mitigation strategy

•Commercial Computer Software
•No prescribed legend anywhere

•Any marking is appropriate, but consider a 
“familiar” marking as a risk-mitigation strategy 14



Failure to Mark

• If a marking is prescribed, unmarked data are 
presumed delivered with unlimited rights
• It is possible to request permission to fix an inadvertent 

failure to mark, but that may not mitigate harm to contractor 
IP that occurred before the error was caught

• If no marking is prescribed, there is no 
presumption of delivery with unlimited rights, 
but the USG has no liability for acting beyond the 
scope of its license
• Essentially: If you fail to put the USG on notice of its license, 

you probably won’t be able to recover if the USG violates 
that license
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Unjustified vs. Non-Conforming Markings

•Unjustified Markings
• Markings that restrict the USG’s use/disclosure of 

data without legal basis for the restriction
• Addressed through the validation and challenge 

process (e.g., FAR 52.227-14(e), DFARS 252.227-7037, 
DFARS 252.227-7019)
• If unresolved, these ultimately become contractor 

claims under the CDA

•Non-Conforming Markings
• Markings that restrict the USG’s use and disclosure of 

data, but that are not in the prescribed form
• Addressed through a less formal process, but can still 

mature into contractor claims under the CDA
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Third-Party Markings:
The Boeing Co. v. Sec’y of the Air Force

• The dispute arose under two Boeing contracts for the 
Air Force’s F-15 Eagle Passive Active Warning 
Survivability System (EPAWSS) program
• Boeing submitted numerous data deliverables with 

unlimited rights
• Boeing marked these deliverables with a legend 

intended to put third parties on notice of Boeing’s 
retained rights and not intended to restrict the USG’s 
use and disclosure (e.g., not to interfere with the USG’s 
unlimited rights)
• The Air Force rejected the deliverables for containing 

non-conforming markings
• Boeing appealed the COFD confirming the rejection of 

the deliverables to the ASBCA
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Third-Party Markings (cont’d):
The Boeing Co. v. Sec’y of the Air Force

•Boeing moved for summary judgment on a 
single legal question: 
Whether Boeing may mark technical data in which it 
has given the Government unlimited rights with a 
marking that restricts the rights of third parties but 
expressly recognizes – and in no way impairs – the 
Government’s unlimited rights in those data

•The Board denied summary judgment, 
holding that Boeing’s markings were non-
conforming:
The legends set forth in -7013(f) “are the only 
permissible legends for limiting data rights and no 
other data rights legends are allowed”
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Third-Party Markings (cont’d):
The Boeing Co. v. Sec’y of the Air Force

•Boeing appealed to the Federal Circuit, 
which reversed
•Begin with the plain language, read as a whole, 

not in isolation
• -7013(f) only applies to restrictions on the USG, 

because any other reading renders the first 
sentence superfluous
• This interpretation also “remains faithful to the 

overall purpose of the -7013 clause and the 
broader technical data rights regulations in DFARS 
parts 227 and 252, all of which govern the 
allocation of data rights between contractors and 
the government”
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Third-Party Markings (cont’d):
The Boeing Co. v. Sec’y of the Air Force

•The Federal Circuit recognized that its 
interpretation “allows Boeing a bare minimum of 
protection for the data, namely, the ability to 
notify the public of its ownership.  A contrary 
interpretation would result in Boeing de facto 
losing all rights in any technical data it delivers to 
the Government”
•The court rejected the USG’s contention that this 

would “lead to an epidemic of confusion that 
would broadly prevent the government from 
exercising its license rights under government 
contracts”
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Third-Party Markings (cont’d):
The Boeing Co. v. Sec’y of the Air Force

•A third-party marking is permissible 
as long as it does not restrict the 
USG’s rights
•The court remanded the question of 
whether the specific marking at issue 
did or did not restrict the USG’s rights 
to the Board
•The parties settled and published 
their settlement marking
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Third-Party Markings (cont’d):
The Boeing Co. v. Sec’y of the Air Force
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Third-Party Markings (cont’d):
Post-Boeing

•FlightSafety Int’l (ASBCA No. 
62659)
•ASBCA rejected FlightSafety’s purported 
third-party markings on the basis that 
they did restrict the USG’s rights

•Fully briefed at the Federal Circuit as of 
12/12/23

•December 2022 proposed 
rulemaking responsive to Boeing
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Check on Knowledge
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TRUE or FALSE:

The contractor always bears the 
burden of proof in a dispute over a 
restriction on the Government’s 
use and disclosure of contractor 
data.



Check on Knowledge
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TRUE or FALSE:

There are no prescribed markings 
for commercial technical data 
under FAR 52.227-14.



Check on Knowledge
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TRUE or FALSE:

The Federal Circuit’s Boeing
decision established a permissible 
third-party marking for technical 
data.



Check on Knowledge
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TRUE or FALSE:

If a solicitation does not include 
DFARS 252.227-7017, you are not 
obligated to submit a data rights 
assertion table.
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