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Government Information Security Spectrum

Government Information

Uncontrolled Unclassified Controlled Unclassified

Classified Information
Information Information (“CUI")

Federal
Contract
Information
(“FCI")

CUI Basic CUI Specified Confidential Secret Top Secret

Export Controlled Information

Contractor Information
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Federal Contract Information

“...information, not intended for public
release, that is provided by or generated
for the Government under a contract to
develop or deliver a product or service to
the Government, but not

including information provided by the
Government to the public (such as on
public websites) or simple

transactional information, such as

necessary to process payments.”
— FAR 52.204-21(a)

Oversimplification: Non-public information you create for or
receive from the government
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“...information the Government creates or possesses, or that an entity
creates or possesses for or on behalf of the Government, that a law,

Wh t ' regulation, or Government-wide policy requires or permits an agency to
at IS handle using safeguarding or dissemination controls. However, CUI does not
include classified information ... or information a non-executive branch entity
CU |? possesses and maintains in its own systems that did not come from, or was

not created or possessed by or for, an executive branch agency or an entity
acting for an agency.”
- 32 CFR 2002.4(h)

Oversimplification: Unclassified information created or received for or on behalf of the US government that a law, regulation, or
government-wide policy (LRGWP) says can or must be safeguarded or is subject to limited dissemination controls.
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Examples of CUI

» Healthcare records

* Privacy Information

« Sensitive Personally Identifiable Information
» Critical Infrastructure Information

» Asylee Information

« Archaeological Information

» General Nuclear Information

« Military Personnel Records

e Student Records

» General Proprietary Business Information
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DoD Contractor Information
Safeguarding Requirements
(“Cybersecurity”)

* FAR 52.204-21

* DFARS 252.204-7008
* DFARS 252.204-7010
* DFARS 252.204-7012
* DFARS 252.204-7019
* DFARS 252.204-7020
* DFARS 252.204-7021*
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What are my
Obligations?

« Safeguard FCI
- FAR 52.204-21

« Safeguard Controlled Unclassified

Information
(32 CFR 2002)

« CUI Basic — NIST SP 800-171 - using
NIST SP 800-171A

« CUI Specified — CUI Basic + Whatever
it says in the corresponding LRGWP

* Only Disseminate to those with a Lawful
Government Purpose and whom you
have a reasonable belief will handle it
appropriately
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of the

MANDATORY:
CUI Banner Markings must appear on the top portion

CONTROLLED
ﬁ Department of Good Works
Washington, D.C. 20006

August 27, 2016

MEMORANDUM FOR THE DIRECTOR

From: Elliott Alderson, Chief
Robotics Division

Subject: Examples

We support President Walken by ensuring that the
Government protects and provides proper access to
Information to advance the national and public interest.

We lead efforts to standardize and assess the management
of classified and controlled unclassified information
through oversight, policy development, guidance,
education, and reporting.

CONTROLLED

CUI

ﬁ Department of Good Works
Washington, D.C. 20006

August 27, 2016

MEMORANDUM FOR THE DIRECTOR

From: Tyrell Wellick
Office of the CTO

Subject: Examples

We support President Walken by ensuring that the
Government protects and provides proper access to
Information to advance the natlonal and public interest.

We lead efforts to standardize and assess the management
of classifled and controlled unclassified information
through oversight, policy development, guidance,
education, and reporting.

CUI

Optional Best Practice: Also Placed
Centered at Bottom
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How do | know
If 1t 1s CUI?

The government must tell you

* Review info against all 400+
LRGWPs in the NARA CUI
Registry to “designate” it as CUI

* Mark the information

« CUI Markings* (32 CFR
2002)

e Contract Clauses/SOW
provisions (32 CFR 2002)

« Security Classification
Guides

*keep an eye out for DoD Distribution Statements
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What if it isn’t
marked but my

client thinks it 1s
CuUl?

We’re all human.

AsKk.

Protect it like it is CUI In the
interim, but don’t mark it as CUI
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What if it is
marked but my

client doesn’t
think 1t 1s CUI?

Ask for the LRGWP that is
used as the basis for the CUI
designation, especially if it is
CUI Specified. Ifitis CUI
Specified, you must meet
additional safeguarding
requirements
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Tip: Address CUI In
Proposal Assumptions

WA\

o Consider Adding to
Proposal Assumptions:

|

. CUI disseminated to client by the agency
will be properly marked

CUI disseminated to client by the agency will
be properly marked

CUI to be created by client will be
appropriately designated by the agency

« Agency will include appropriate instructions for

identifying the information so it can be properly
marked

Lo
[ ]

. CUI to be created by client will be
appropriately designated by the agency.

. Agency will include ap ropriate
instructions for identifying the oy
information so it can be properly marke

. Agency will also provide appropriate cul
markings consistent with agency
guidance, including the corvesponding
designation indicators to be included
on/with the information

] ] jate contact
. Agency will provide an appropvia
pfrson trained. in the agency’s CUIl program
to whom client can direct CUl-specific
questions

Agency will also provide appropriate CUI
markings consistent with agency guidance,
including the corresponding designation
indicators to be included on/with the information

—
-
-
—
—
-
—
-
-
—
—
—
—
—
—
-
—
-
—
- —

Agency will provide an appropriate contact
person trained in the agency’s CUI program to
whom client can direct CUI-specific questions
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Cybersecurity
Maturity Model
Certification
(“CMMC”)



Why CMMC?
Because CUI.

« There are laws, regulations, or government-wide
policies ("LRGWPs”) that say that certain information
must be protected

« 32 CFR 2002 says that agencies must have a
reasonable belief that contractors can properly
handle the CUI

« Contractors have repeatedly proven that they cannot
handle CUI, despite DFARS 252.204-7012 being In
effect.

* When contractors don’t safeguard the information
properly, it creates issues for the government (legal,
economic, national security, etc.)

* In many case, this includes our adversaries gaining
access to cutting-edge technologies that the US and
Canada use to keep our citizens safe
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CMMGC Model 2.0

LEVEL 2

=/ FutureFeed

____ Model | Assessment

110-

requirements based on
NIST SP 800-171&
800-172

10

requirements aligned with
NIST SP 800-171

15

requirements

Triennial government-led
assessment & annual affirmation

Triennial third-party assessment
& annual affirmation; Triennial
self-assessment & annual
affirmation for select programs

Annual self-assessment
& annual affirmation

What 1Is CMMC?

DoD meeting its “reasonable expectation”
obligation

All DoD Contractors, including their
subcontractors: must annually affirm
compliance with applicable information
security obligations.

Contractors Handling CUI: triennial third-
party certification* that you are meeting
your information security obligations

 See DFARS 252.204-7021

NOTE: This means outside counsel who
handle CUI MUST have CMMC
certifications, too.

NOTE: Managed Service Providers are
likely to also be implicated, since they
have “access” to CUI.

*Except for “select programs”
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When CMMC?

« Good question.
« CMMC 1.0 materials published in 2019

Sun Mon Tue Wed Thu

« DFARS 252.204-7021 published as Interim Final

rule in 2020, but DoD did not immediately include it 1 2 3

In contracts
» Biden administration ordered review and revamp of 7 8 o) 10

CMMC
« CMMC 2.0 was published in 2021 14 15 16 1? 18 19
« DoD is updating 252.204-7021, as well as 252.204- ‘

7012, -7019, and -7020 21 22 23 24 25 26
* Rule(s) sent to OIRA July 24, 2023 ,
* 90-day review period (Oct. 22, 2023), extendible by 28 29 @

30 days (Nov. 21, 2023)

« HOWEVER, DFARS case shows reports due after
the Nov. 21 due date

* Regardless: Should be SOON (Christmas?)
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What Should
Clients do now?

« If you haven't started, start. Today.
» Going from 0-100% NIST SP 800-
171 adoption takes 12-18 months.

* DoD is planning a phased roll-out of
CMMC

« Large prime contractors aren’t
waiting for DoD

« If you are ready, participate in a
Joint Surveillance Voluntary
Assessment (“JSVA”)

 DFARS 252.204-7024
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What Else is DoD Doing?

« DFARS 252.204-7019 — Effective 2021 — DoD can
conduct audits if you handle CUI

« DFARS 252.204-7020 — Effective 2021 — Must self-
assess and report your score

« DFARS 252.204-7024 — Effective 2022 — Contracting
Officers can use supply chain risk (e.g., scores) as a
factor in awards

%/ FutureFeed




How Should Clients Get Started?

Places

(Physical Locations
[Electronic and Paper CUI])

Information
(FCI, CUI,
Classified,

Commercially

Sensitive)

Create Inventories

of Relevant “Assets”
(Secure, Process, Store, or Transmit)
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Summary of Proposed Rule on Cyber Threat and Incident Reporting and Information Sharing

« 88 Fed. Reg. 190 (Oct. 3, 2023)—FAR Case 2021-017
« Comments were due December 4, 2023, this deadline was recently extended
« Partially implements EO 14028

« The rule would increase the sharing of information about cyber threats and incident information between
the Government and information technology and operational technology service providers

« The rule aims to prevent sophisticated malicious cyberactivity like the cybersecurity incidents involving
SolarWinds, Microsoft Exchange, and the Colonial Pipeline incident

« The FAR Council emphasizes that compliance with information-sharing and incident-reporting requirements
are material to eligibility and payment under Government contracts

y __ 4
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Several New Cybersecurity Requirements for Contractors

« The proposed rule would create several new requirements for contractors including:

« Security Incident Reporting Harmonization
« The rule would require contractors to “immediately and thoroughly investigate all indicators that a security incident may
have occurred” and then submit information to CISA within eight hours of discovery and then update the submission
every 72 hours thereafter until all eradication or remediation activities are complete
* New Security Incident Reporting Certification:
« Contractors would be required to certify that they have submitted all security incident reports

 CISA Engagement Services:
« Contractors would be required to provide access to and cooperate with CISA engagement services to improve threat
hunting and incident response
« Software Bills of Materials:

« Contractors would be required to develop and maintain a software bill of materials (SBOM) for any software used in the
performance of the contract regardless of whether there is any security incident
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Expansive Definitions

« The proposed rule expands the definition of “Information and Communications Technology (ICT)” by
providing additional examples that are covered by the definition of ICT including telecommunications
services, electronic media, Internet of Things (loT) devices, and operational technology

» The rule would require contractors to grant CISA, FBI, and the procuring agency “full access” to contractor
systems and information after a security incident

* “Full Access” would be defined broadly:

» (1) Physical and electronic access to—(i) Contractor networks, (ii) Systems, (iii) Accounts dedicated to
Government systems, (iv) Other infrastructure housed on the same computer network, (v) Other infrastructure
with a shared identity boundary or interconnection to the Government system; and

* (2) Provision of all requested Government data or Government-related data, including—(i) Images, (ii) Log files,
(i) Event information, and (iv) Statements, written or audio, of contractor employees describing what they
witnessed or experienced in connection with the contractor's performance of the contract
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FAR Council’s Request for Input

 The FAR Council is requesting feedback from industry on several new proposed requirements including:

 Expanded Scope:

 The new incident reporting clause would be required in all contracts subject to the FAR that involve ICT, including COTS
items, which is broader than DFARS 252.204-7012, so the FAR Council is seeking input on how this would affect
companies’ implementation

 Full Access:

 FAR Council is seeking input on whether contractors have concerns with being required to give the FBI, CISA, and the
agency “full access” to information, equipment, and personnel, and if so, whether any safeguards could mitigate these
concerns

* Reporting Timelines:

« Contractors may be subject to various reporting requirements and the FAR Council is seeking input on how contractors
would handle reporting requirements on competing timelines

* Foreign Countries:

« Contractors operating in certain foreign countries might be prevented by laws in those countries from giving the U.S.
Government certain cyber access and/or information so the council is seeking input on whether contractors anticipate
any specific situations or issues with local laws preventing them from complying with new incident reporting or incident
response protocols
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Recent Proposed FAR Rule Update - 88 Fed Reg 190 (October 3, 2023)

« Inintroducing the proposed regulation, the FAR council emphasized the nature and cost of the cyber threat

« “The United States faces persistent and increasingly sophisticated malicious cyber campaigns that threaten the
public and private sectors’ security and privacy. The Council of Economic Advisors estimates that malicious cyber
activity cost the U.S. economy between $57 billion and $109 billion in 2016. With threats continuing to grow, this
activity could yield costs of more than $1 trillion over a decade.”

« Emphasizes that, in the face of this threat, the government and its contractors must improve efforts to
identify, deter, protect against, detect, and respond to cyber threats

y __ 4
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Proposed Rule — Standardized Cyber Contract Requirements

88 Fed Reg 190 (October 3, 2023) — FAR Case 2021-019
« Comments were due December 4, 2023. That deadline was recently extended.

« Partially implements EO 14028

« This rule would provide for standardized cybersecurity contractual requirements for Federal information systems
(FIS) in response to recommendations in:
- EO 14028
« Paragraph (a) and (b)(1) of Section 7 of the Internet of Things Cybersecurity Improvement Act of 2020 (Pub. L. 116-207)
 An FIS is an information system used or operated by an agency, by a contractor of an agency, or by another
organization, on behalf of an agency.
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Proposed Rule — Standardized Cyber Contract Requirements (cont.)

* Problem — currently contractual requirements for FISs are largely based on agency-specific policies and
regulations

* Inresponse to EO 14028, this proposed rule would implement DHS recommendations across all federal
agencies

* Notably, a key component of the proposed rule is its emphasis that the rule “underscores that compliance
with these requirements is material to eligibility and payment under government contracts”

y __ 4
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Proposed Rule — Standardized Cyber Contract Requirements (cont.)

* Rule proposes to:

 Add a new FAR Subpart 39.X
»  Prescribe policies and procedures when agency is acquiring services to develop, implement, operate, or maintain a FIS

 Add and revise definitions in FAR parts 2 and 39
* Make conforming changes to FAR parts 4, 7, 37, and 39

 Add two new FAR clauses
*  One for non-cloud computing services
*  One for cloud computing services

y __ 4
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Proposed Rule — Standardized Cyber Contract Requirements (cont.)

» Security control requirements will be driven by agency assessment of the potential impact level under FIPS
199

« When a FIS is designated as moderate or high impact, contractor would be required to
« Conduct, at least annually, cyber threat hunting and vulnerability assessments
« Perform an annual, independent assessment of the security of each FIS
«  Submit results of the assessment to the CO
« The CO may require the contractor to implement the recommended improvements or mitigations identified during the

assessment
* Any third-party assessors would need to sign NDAs and a conflicts screening will occur

*  Query on how this type of requirement will interact with the change orders clause
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Proposed Rule — Standardized Cyber Contract Requirements (cont.)

» Other notable proposed requirements:

« Records management and government access — clause would require the contractor provide the government’s
authorized representatives timely and full access to government data and government-related data, personnel,
facilities, etc.

» Agencies can impose additional security and privacy controls

* For non-cloud FIS, paragraph (f) of the clause 52.239-YY requires contractors to apply NIST SP guidance on
various topics

« If the contractor will implement alternative, additional, or compensating cyber supply chain risk management from
those stated in the contract must be authorized in writing by the contracting officer

« |OT devices are prohibited unless the agency chief information officer determines certain criteria are met
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About Jim Goepel

General Counsel and Director of Education and Content at FutureFeed
Author of 2 books on Controlled Unclassified Information

Founding Director of the CMMC Accreditation Body (Cyber AB)

Created and taught the RP program
Board Treasurer

Co-author of Certified CMMC Professional (CCP) curriculum
Co-Founder of the CMMC Information Institute

Adjunct Professor at RIT; former Adjunct at Drexel University
Expert Witness

BSECE — Drexel University

Designed satellite test equipment and processes N _
Systems Administrator and Developer for the US Congress (House of Representatives)\g

JD and LLM — George Mason University
Advisor to many government contractors including Unisys and JHU/APL

Certifications:
Certified CMMC Assessor (CCA), CMMC Provisional Instructor, Certified CMMC Professional



About Phil Seckman
Partner — Dentons US LLP

* Private practice with an exclusive focus on federal government contract issues for nearly 20
years

* Routinely assist clients with business systems compliance issues, including issues
surrounding cybersecurity

* Provide counseling and advice to clients dealing with cyber incidents, including reporting,
mitigation, investigation, corrective actions and remediation

« Co-author of multiple articles regarding DFARS 252.204-7012 and Controlled Unclassified
Information
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